“Who ya gonna call?”
Cybersecurity for the Spectre Era

Calvin Deutschbein



...the Spectre Era

3 Jan, 2018: Google Project Zero et al. publicly report the Spectre vulnerability.

e Spectre targets hardware (all Intel processors since 1995)
e Spectre leaves no traces in traditional logs
e Spectre went undetected for over two decades

Learn more; meltdownattack.com/
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https://meltdownattack.com/

What is Spectre?

THE MELTDOUN AND SPECTRE. EXPLOITS USE
"SPECULATIVE EXECUTION?” WHATS THAT?

YOU KNOW THE TROLLEY PROBLEM? LJELL,
FOR A WHILE NOU, CPUs HAVE BASICALLY
BEEN SENDING TROULEYS DOLN BOIH
PATHS, QUANTUM-SIYLE, WHILE AWAITING
YOUR CHOICE. THEN THE UNNEEDED
"PHANTOM" TROLLEY DISAPPEARS.

vl

THE PHANTOM TROLLEY ISNT
SUPPOSED To TOUCH ANYONE.
BUT IT TURNS OUT YOU CAN
anLL 'U6E IT TO DO STUFF.

AND IT CAN DRIVE
THROUGH WALLS.
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The Branch Prediction Problem in 1995
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To avoid delays, x86 chips “guess” what's next
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But what if chips guess an unused branch?
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Speculative execution can access memory...”
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*This is the point of speculative execution.



\\‘ ...and bypass memory protections*
- _

OS permissions

Saved
*more of an accident Passwords



Exploiting the Vulnerability

Spectre is a vulnerability - it provides an entry point for an adversary.
e Spectre: “Branch misprediction may leave observable side effects”

Adversaries must exploit the vulnerability to gain access to secure data.

e Exploit: “Using observable side effects to access secure data.”

The mere presence of the vulnerability in on hardware not running code capable of
exploiting the vulnerability will not result in a security violation.



How adversaries can exploit Spectre

Hello | am a trustworthy
website.

Can you help me with this
Trolley problem?

| don't trust you but my
memory protections
ean | can help

intel)
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How adversaries can exploit Spectre

How about these 10
trolley problems
followed by a timed
memory access to this
specific address?

Of course! Surely
there is no way this
will leak secure data.
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| requested, and was
denied, to read the

passwords folder 10
times. But the third time
| was denied 50 times
faster!

52s

53s

| can use another 01s
attack to read the

values in cache

after that request




Thus, an attacker gains access to secure data
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Microarchitecture

Three attack surfaces:

e Timing
o  Timing cache hits
e Microarchitecture
o Branch prediction
o Below operating system or assembly
e Multiple Executions
o Multiple runs expose timing differences

Multiple
Executions



S0... "Who ya gonna call”?”



Mining Behavior

My research shows the technique of
specification mining can find:

e Temporal properties, for timing

e Closed source CISC architecture
properties, for microarchitecture

e Hyperproperties, properties over
multiple traces of execution

Closed Source CISC

Temporal

Hyperproperties



Defining Secure Behavior

For x86-64, no specification exists - so we create one.

ZMMO YMMO [XMMO || ZMM1 ymM1l [xvmi ]| | sT(0) [Mmo || sT(1) [MM1 [==jzm|R12| | CRO || CR4
ZMM2 ZMM3 ST(2) [MM2 || sT(3) CR1 || CRS
ZMM4 YMM4 ZMMS5 YMMS ST(4) ST(5) CR2 | cR6
ZMM6 YMM6 ZMM7 sT(6) [MM6 || sT(7) [MM7 || |[EEEDxEDX|RD sofmsfmiso| R15| | CR3 | CR7
ZMMS YMMS ZMM9 EeBPlEBP|RBP 17| EIP| RIP‘ CR3 || CR8
ZMM10 ZMM11 cw || rp_tp |[Fp_pp|[Fp_cs| [ELsTEs] rs]| [EspESP|RSP MSW || CR9
ZMMI12 | YMMI2 ZMM13 SW CR10
. 8-bit register . 32-bit register . 80-bit register . 256-bit register
ZMM14 [ YmMi4 vvud]|f zvMis [ YMMIS ™™ CRI11
. 16-bit register . 64-bit register . 128-bit register . 512-bit register
ZMM16 || ZMMI7 (| ZMM1S || ZvM19 (| Zvv20 ([ Zvn2t || ZvM22 || Zvv23 | (FP_DS CRI12
Zv24 || Zvovizs || zvivize || Zavovz7 || zvvizs || Zvinezs || Zvenaso || zavinst ‘FP_OPCHFP_DP” FP_1P| Ccs SS DS GDTR | IDTR DRO DR6 CR13
ES | Fs || Gs TR || LDTR | | DR1 || DR7 | | CR14
—RFLaGs L DR2 | Drs | cris |MxcsR]
DR3 | DR9
DR4 | DRI0 || DR12 | DR14
DR5 | DRIL || DR13 || DRIS
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Specification Mining

e Miners accept as input traces of execution.
o For example, the debug output of an x86-64 processor booting Linux.
e Miners find properties that hold over the traces.

o For example, “if reset is active, then the privilege level is supervisor”.
o RESET==0 = CURRENT_PRIVILEGE LEVEL==0

e Miners contain powerful inference engines for high performance.
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Undine: Mining Temporal Properties

Can linear temporal logic properties that model secure behavior be discovered
using specification mining?

A library of typed templates for my miner, Undine, enable it to find security
temporal properties, including properties using G (Globally) or X (Next) operators.
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Difficulties Finding Security Properties

» 2 27 7 97
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Too Many Properties Not Do Not Capture

Properties Security Related Semantic Info
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Without separate events there are many properties

Sample Trace Mined 30 G(x — )

reg a==1 reg a==1 - reg b==1

reg b==

reg c== reg a==1 - reg c==reg d

reg d==

reg a==reg b reg c==reg d —» reg a==reg b

reg c==reg d
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Templates Refine to Security Properties

Sample Trace Mined 8 G(R — R-R)

reg a==1 reg a==1 - reg a==reg b
reg b==1 reg a==1 - reg c==reg d
reg c== reg b==1 - reg a==reg b
reg d==

reg a==reg b reg f==0 - reg c==reg d

reg c==reg d
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Register Roles Refine Further

Sample Trace Mined 2 G(R — R-R)
reg a== reg a==1 - reg c==reg d
reg b== reg b==1 - reg c==reg d

reg c==reqg d
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Register Slices Uncover Semantic Meaning

Sample Trace Mining G(a)
reg a==7 <no properties>
#tick

reg a==

ftick

reg a==



Register Slices Uncover Semantic Meaning

Sample Trace Mining G(a)
reg al[0]== reg al[0]==
reg all]l==

#tick

reg al[0]==1
reg all]l==
#tick

reg al[0]==
reg all]l==



Tested on 3 Processors

OR1200 CPU

Instr. Instr. [
MMU Cache
Timer
z
Power %
Mgmt.
£ 3
S
Debug I/F || §
o
B
Writeback Interrupts | S
Data Data
MMU Cache
DOpuollallConﬁ gggggg - Minimal configuration

OR1200 mor1kx RISC-V



Undine: Mining Temporal Properties

Undine can discover linear temporal logic security properties such as those related
to correct initialization of a system using a library of typed templates.
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Mining Behavior

My research shows the technique of
specification mining can find:

e Temporal properties, for timing

e Closed source CISC architecture
properties, for microarchitecture

e Hyperproperties, properties over
multiple traces of execution

Closed Source CISC

Temporal

Hyperproperties



Astarte: Mining Closed Source CISC

How can properties that model secure behavior of closed source complex

instruction set computer (CISC) designs be discovered using specification
mining?

Mining for control signals in the design then mining preconditioned on those
control signals yields security properties of the design.
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Recall: Undine Tested on 3 Processors

OR1200 CPU
Instr. Instr.
MMU Cache
Timer
e
BI
Power %
Mgmt.
£ 3
S
Debug I/F (|3
o
B
Writeback Interrupts | S
Data Data
MMU Cache
DOpuonaNConﬁ gggggg - Minimal configuration

OR1200 mor1kx RISC-V



All were Open Source and RISC! x86 is neither!

zvvo  [yMmo oo J[zvvi [ymwi [own ]| [sT0) vio J[sty vt || [EEEaxrRax|E ] =] re[E=n=mlr12] [ cro || cr4 |
vz [yvvz e J[zvvs [ymvs s ) [sTe) vz ]| sT6) vz || [EEEXEexIRBx|L = =9 Ro|[Eesfmris] [ cr1 || cRrs |
zvvs [yvme o J[zvvs [yvvs s ]| [ st v ||[s165) s || [Eeicxecxirex][Emad v r1o|[Emafi]r1g| [ cr2 || cRé |

(zvvs  [ymme o J[zvv7  [yvm7 vz | [ste6) v || st) [vv7 || [EEDREoxiRDX|[Eend vl rut| [msfri] ris| [ cr3 || cr7 |
zvvs  [ymms s ] zvvo  [ymmo [xnvvo [EzZerEsrlrBP| [EDiED] RDI [ PlEP| RIP| | CR3 || CRS |
zvmi10  [ymmio xvio]| zvvinn  [ymvinn xvit]| [ cw | Fe_te |[re_pp[[Fe_cs| [ETsTEs] rs1| [EdsPESP|RSP)
zvviz [yvmiz ][ zvmviz [ymvis o] | sw |
I ZMM14 IYMMI 2+ RO "" ZNMIS IYMMl s s | l — ‘ B s-bit register B 32-bit register Il 30-bitregister B 256-bit register

B 16-bit register B 64-bit register B 128-bitregister [ 512-bit register
CR12

IZM.\Q4” ZMM25 " ZM_\4126” ZaM27 " ZMMZS“ zm\m” ZMM30 ” ZMMBI| ’FP_OPCHFP_DP” FP_IP‘ | cs ” SS H DS ‘ [ GDTR ” IDTR ’ ‘ DRO H DR6 | ’CRI.% |
| Es | rs | s || TR | LpTR || DRI || DR7 | | CRI4 |

[ Jerscd RFLAGS| | DR2 || DRs | | CR1s MxCSR

| DR4 | DR10 | DR12 | DR14 |
| DRs | DR11 || DR13 | DRIS |

I ZNMM16 ” ZNMM17 " ZNMM18 || ZMM19 " ZNIM20 || ZMM21 || ZMM22 ” ZMM23 | IFP DS‘
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The x86 specification has many control signals...

zvMo  [YyMmo [ovo J[zvmi  [ymmi Do ]| [sTo) o [ sty vmi | [EEEaxRax|Ee ] re|[Eeajeari] [ RN cra |
MMz [ymM2 DO J[zvv3  [Ymm3 Dons | [sT(2) vz | EEExEexRBX|E = = Ro|EFmmsoris| f cr1 | crs |
(zvv4 [yvme Do J[zvvs [yvvs s ]| [ st s |[s169) s | [EEIcREcx]rex|[Emod o r1o|[Emaf o] rig| | cr2 | cRé |
(zvvs  [yvme o J[zvv7 [yvm7 vz ]| [ste6) s || s17) M7 || [EEDxExiRDX| [ win] rit|[Emad v rus| CR7 |
ZMMS [ YMMS [XMMS J|ZMMO | YMMO [XMMO ] [EZerEsrlrBP| [EDIED] RDY| [P EP] RIP| g Z

zvmio  [ymmio xvio]| zvvint  [ymvinn xvi]| | cw |[Fe_te |[Fe_pp[[Fp_cs| [ st Es] rs1| [EdsPESP|RsP| MSW

ZMM12 om][zvviz  [yvvis o] [ sw |

| zvM14 [ ymMia vvia]|| zvmis

[yvvis foavis]| | Tw |

. 8-bit register . 32-bit register

| ZNMM16 || ZNMM17 ” ZNMM18 " ZNMM19 ” ZMM20 " ZMM21 || ZMM22 || ZMM23 | IFP DS‘

. 16-bit register . 64-bit register

| ZNMM24

ZMM25 ” ZMM26 " ZMM27 ” ZNMM28 " ZMM29 ” ZMM30 ” ZMM31 | |FP_OPCHFP_DP” FP_IP ‘ < CS SS DS

S

Il s0-bitregister B 256-bit register CRIL
B 128-bitregister [ 512-bit register

)| GDIR || TR | | DRO | DR6 | | cRi3 |

| ™R | DR || DRI || DR7 | | CRI4 |

| DR2 | DRs | | cris |mxcsH
—

| DR4 | DR10 | DR12 | DR14 |
| DRs | DR11 | DR13 | DRI |
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Control Signals Partition the Space
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So | created a tool to find properties using signals.

SECURITY
PROPERTIES

ASTARTE TOOL

©o@

MINER

& )<|

MINER

%;@;s
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Front End: Registers Placed in Groups

ZMMO YMMO [XMMO || ZMM1 YMM1  [XMMI ST(0) [MMo ||| sT(1) [MM1 ] EEE RS” n|r12[}| cro | Cr4

ZvM2 ST(2) ST(3) M3 | X[ =] = cr1 || cRs |

M6 s1(6) [Mms ][ s17) w7 ] crs || cr7 cs || ss || ps
|

ZMM10 [ cw [[Fp_p |[Fp_pP|[FP_cs] 1 s Rs]] | Esp|Rsp| Msw | cro [Fsos emscs RELAGS|[MD
ZMMI2 SW CR10 ‘ [[cro |[ cra | crio

ZMM14 YMM14 | ZMM15 m ™w . 8-bit register . 32-bit register - 80-bit register . 256-bit register CRI1 CR1 CRS CRI1
B 16-bit register W 64-bit register B 128-bitregister [ 512-bit register L
ZMM16 || ZMM17 |[ ZMM18 || ZMM19 || ZMM20 || ZMM21 ([ ZMM22 FP_DS CR12 : CR2 CR6 CR12
24 | 2oas || 2ows | 2o || 2anes|[ 2nes || 2nso || 261 | [Fe_opc|[Fp_pe|[Fp_1p | cs || ss | s ||| GDTR || DTR | | DRo || DR6 ||| cr13 CR3 || CR7 || cr13
ES | FS || Gs TR LDTR DR1 | DR7 CR14 CR3 || CR8 | CR14
DRz || Drs || cris [mxcsg] Msw || cro || cris
DR3 | DR9

DR4 || DRI10 || DR12 || DR14

DRS (| DR11 || DR13 || DR15




Property Refinement

Hundreds
of Registers

A AGSINXCS ‘

CRA0) i' i ':-i':-]‘
groups CR1 CRS CRI1

CR2 CR6 CR12

Tens of Registers

EEEE EEEn EEEE
first mEmE mE=. second trivial
EEEE EEE i EEEE -
ini EEEE EEEE signals
mining et et mining — [*]
HEEE

Hundreds of
Control Bits

24 Control
Signals

cs[13] | cPL

SMM SMM
EFL[6] | ZF
EFL[9] | IF
EFL[11] | OF
EFL[14] | AF
CRO[0] | PE
CRO[1] | MP
cs cs
ss ss
DS DS

11 Control
Signals
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Control Signals Partition the Space
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Astarte: Mining Closed Source CISC

Specification mining can discover security properties preconditioned on control
signals in closed source CISC designs.
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Mining Behavior

My research shows the technique of
specification mining can find:

e Temporal properties, for timing

e Closed source CISC architecture
properties, for microarchitecture

e Hyperproperties, properties over
multiple traces of execution

Closed Source CISC

Temporal

Hyperproperties



Isadora: Mining Hyperproperties (Current work)

How can hyperproperties that model secure behavior of designs be discovered
using specification mining?
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Hyperproperties

Sets of Sets of Traces, or Sets of Properties

Q@ Q@ P @
Q@ @ P1P @
@ @ PP @
0 A ololofo o
L dojolbldo
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Example: GMNI (Noninterference)

“High” could be OS, “Low” could be adversary .



Instrumentation

To find hyperproperties, use Information Flow Tracking (IFT) instrumentation.

e |FT creates a shadow register for all design registers to track information flow
e GMNIis an information flow hyperproperty
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Problem Statement

How can Information Flow Tracking (IFT) and specification mining determine
where and when

interference occurs in a design from any arbitrary source?
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Tracking Information Flow
e Given a source, registers can be in one of three categories:
o Always a sink: source = => sink (“flows to”)
o Never a sink: source =/=> sink (“does not flow to”)

o Conditionally a sink source =/=> sink UNLESS <boolean expression>
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Research Technique Sketch

output

output

erilog Design

Source
Register

s

MINER

First Pass / Second Pass

M_AXI_ARADDR[31:0]

M_AXT_ARBURST[1:0] |  NETSEED

A\ 4

VCD Miner
Front End

@"

(Hyper)
Properties

i ID'ed
regs

Daikon




Trace Detall

More than traces! =
_ Verilog Design
1. Specify Source

M AXI ARADDR[31:0] B6+ /00000000 124
1_ARADDR_wire[31:0)
M_AXI_ARBURST[1:0]
I_ARBURST wire[1:0]

2. Generate Trace and IFT |
3. Look at relevant regs

g

Tortuga

Source
Register
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Miner Detall

Input Traces
Run Miner
Get Output

Flag interesting shadow _
a. shadow_*is IFT state

(Re-)Run Miner

Output Information Flow
a. “Always, never, maybe”

BN~

2

*

First Pass / Second Pass

A

v,

VCD Miner 9
Front End

-

Daikon

g

|ID'ed
regs
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Research Technique Sketch

output

output

erilog Design

Source
Register

s

MINER

First Pass / Second Pass

M_AXI_ARADDR[31:0]

M_AXT_ARBURST[1:0] |  NETSEED

A\ 4

VCD Miner
Front End

@"

(Hyper)
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i ID'ed
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Mining in Practice

e Test using write-address reqister

o Always sink 003 regs
o Never sink 189 regs
o Conditional sink 037 regs

e Secondary mining passes can determine conditions under which the 37
conditional sinks are affected by the source register
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Isadora: Mining Hyperproperties (Current work)

Hyperproperties that model secure behavior of designs be discovered using
specification mining along with Information Flow Tracking (IFT).
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Mining Behavior

My research shows the technique of
specification mining can find:

e Temporal properties,
such as correct initialization

e Closed source CISC architecture
properties, such those over x86-64

e Hyperproperties, properties over
multiple traces of execution

Closed Source CISC

Temporal

Hyperproperties



“Who ya gonna call?”
Cybersecurity for the Spectre Era

Any Questions?



